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!
i
1
:H H VPNBE 528 H WEBHR %55 ]

VPN %5 i 5 21 e S AEERIE R S ERE B SUR H 2. X
FERTA I TP WA HX BUBL A MR A 25 IXFF VPN SUREDS 74T R BN &
MR R 5 CHIREBRIE R Z AT A LR » AR AN il & A v
LR R G

SOCKS AXHEEE N FH JZ (P ARER WA [ o oy &8 AN AR I 28 2%
HATE HEAE RS % R IEREN Rk, M2 re R AR B E O,
W, N TRE RSk W, {1 SOCKS ACH ) TCP 4 FIAE F SOCKS 1Y
B TCP BB IR A M PIAR . MHE T B O L ER R EES HirRS S dar
B, 25 SOCKS ARFEARSS 25 37 TCP %48, SRJm M1 SOCKS ARHE AR 45 2% 2% 3
SEER TN TCP #EHE, WA TCP R B AR FEAR 55 B rh 4% .
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" BrFRfERF TCPY ke FTTTTT T -
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1 : 1
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V| R o @k _.[ g HSOC,_QS* HWEBHE%E]
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1

E TCPik |2

1

T VPN/SOCKS AR, Al LA IR ER I SCE:
http://fqrouter. tumblr. com/post/51474945203/socks—vpn

St VAR L R BRI T, MR RV T . LA
(RIERE GEW B o3 A A8 — 20, BN a4 GFW Joik 7 A U S i SR S AT ik GRW
AT o AHE GFW B ITFITHRR W], GFW BARTCIA MR X e m & i) &, {H 2 GFW
A LSS SRS Hph P BCRAIE PRI X 2 R AN “BIEG” 1Y, SRR B E iR %
TV SEEE BT D R RS E NSRBI, GEW A& U] 7347 H 4
TUEH, AN PR B B AU B A AL 3t e 3 44 B P oA, Bl i I VR I
AT B OO AL e E .

o i R
SEI IR

FIR LR E R S 2, (H A EEA 2 AT T AL N E,
SIS R o KA RS Ay, FRAMZ/KA 4530R. FFEA AW 1P, il ilE
A4:5E OpenWRT Attitude Adjustment 12.09 rc—1 hiA. fFHKIEA:

e NetfilterQueue Chttps://github.com/fgrouter/fqrouter 4 )

e bind-dig

¢ shadow

o dpkt (AE OpenWRT M1, J2& python ]
http://dpkt.googlecode.com/files/dpkt-1.7.tar.gz )

ASOEAIT EVEM AR LIRS H R E X T4 OpenWRT Z i
AR BILE 56 (4 1 AT i mT DA 42 R A0 B At Y SR M B o AN SR 1) SR H A
3:

o AM_ERip HuhE
e Linux


https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://fqrouter.tumblr.com/post/51474945203/socks-vpn%26amp;sa%3DD%26amp;ust%3D1455608141836000%26amp;usg%3DAFQjCNG3q1Zd1CQMb_r3NkDHk8LC4enHhA&sa=D&ust=1455608142141000&usg=AFQjCNHpeBKVQojReFI86R53tKIogdP91Q
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://github.com/fqrouter/fqrouter%26amp;sa%3DD%26amp;ust%3D1455608141837000%26amp;usg%3DAFQjCNEesWafejrfdfvEoFLwLusdn9MjPg&sa=D&ust=1455608142142000&usg=AFQjCNHkCDIF4u3yccAao2kWZUKYLIBlDA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://dpkt.googlecode.com/files/dpkt-1.7.tar.gz%26amp;sa%3DD%26amp;ust%3D1455608141838000%26amp;usg%3DAFQjCNEni6RRiLOgp_0yLEsU_nLI1QgkDA&sa=D&ust=1455608142142000&usg=AFQjCNFlpxiPYNWH12rbdjeRhuGIOC0WSQ

e python
e python Vi1 netfilter queue 2

WMRIRE —E AWM LR Linux M8, %%% T Python I Python
[l NetfilterQueue, HA]CLHEAT [FIFE I S2EE .

R PR hdy, T ERUEIRAE AW ip. XANATLITE
] ifconfig. me RUESE . HIREELRUERS HH 25 /& OpenWRT )3 HA & 05 1) 25 0] 22 2%
python-mini. FiX BIEA F#AIE @) OpenWRT RINLE A A4 PIFE. B S7ET:

24 Python B NetfilterQueue

OpenWRT #2447 NetfilterQueue [ C I . {H2{FFH C fl
SEIGORSRE | . FTLAFRIESE T Python. {H/Z Python [ NetfilterQueue [1JE ¥
HTE OpenWRT #. K https://github. com/fqrouter/fqrouter f# J&J5n] A
BB —NZ TN fqrouter I H . FR/F%A feeds. conf #I1—AT src-link
fqrouter /opt/fqrouter/package. f&/opt/fqrouter F# NIRMEIEIIH K. 2R
JG scripts/feeds update —a, FHAT scripts/feeds install
python—netfilterqueue SLAMLF T« SAJ51E make menuconfig HiE#H
Languages=>Python=>python—netfilterqueue,

1 Tﬁ"ﬁ?)ﬁ'ﬁ??ﬁﬂ‘]ﬁﬁﬁ Python Ei%@ 1142%1@)%[175\

23 Python | dpkt

RERE A R I2% TP B2 J5, 38 A SRR 1) 8 2 an el i@ Ay A
FIEATE RN IP B, Python 5 —AMZENY dpkt 7] A FRATIIR 4 5¢ BX AT 45
IXSEFRATIE S Py thon fMSZEG 28 AN EH EHH .

RS2 b EH TN #
http://dpkt. googlecode. com/files/dpkt—1. 7. tar. gz, SRJG M E4E, $& DL H
) dpkt H¢3|/usr/1ib/python2. 7/site—packages .

DNS Bh#F XL

FATTE AR 55— A SE 58 /2 Y py thon ARSI 2 DNS B RF i) 4

IVAZENZY YW


https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://github.com/fqrouter/python-netfilterqueue%26amp;sa%3DD%26amp;ust%3D1455608141839000%26amp;usg%3DAFQjCNEXd2q48pzsYq1Vv7Td1tIhrL76zw&sa=D&ust=1455608142142000&usg=AFQjCNFILNTr_PsFBUp4j2Ppk3ETJzXgCw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://github.com/fqrouter/fqrouter%26amp;sa%3DD%26amp;ust%3D1455608141840000%26amp;usg%3DAFQjCNH7Bwg_2WHWv9gO0IsGMpHGpWlKZw&sa=D&ust=1455608142142000&usg=AFQjCNEeA1Ei2z-3LaA9r2Cd7a4991oQmg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://dpkt.googlecode.com/files/dpkt-1.7.tar.gz%26amp;sa%3DD%26amp;ust%3D1455608141841000%26amp;usg%3DAFQjCNFU5JIhZgeh7bFiPQcqk4QVl5ioZQ&sa=D&ust=1455608142142000&usg=AFQjCNE9oUO4rzysKIHYcjb2bdNXm8fAmg

dig A& DNS M2 F oity, w LAR 7 8 Huie i o JRATTAE 2 (1) DNS i
Ko dig @8.8.8.8 twitter.com. A LABZIAHMN 1T

; (1 server found)

;; global options: +cmd

;; Got answer:

i ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 5494
;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 0
;y QUESTION SECTION:

;twitter.com. IN A

;s ANSWER SECTION:

twitter.com. 4666 IN A 59.24.3.173

;; Query time: 110 msec

;» SERVER: 8.8.8.8#53(8.8.8.8)

;v WHEN: Sun Jan 13 13:22:10 2013

;v MSG SIZE rcvd: 45
AT DARTE #E H o 2034115 B B H R 2 5 59. 24. 3. 173,
Pl

fiH iptables FATAT Likdg € 1 TP W& B H Z RS, A
MAE1SFATTH python WUl DNS i F2 924t 7l R, ARSI, fRAFXHFE4
dns_hijacking obversation. py (https://gist. github. com/4524294) :

from netfilterqueue import NetfilterQueue

import subprocess

import signal

def observe_dns_hijacking(nfqueue_element):

print('packet past through me'")


https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://gist.github.com/4524294%26amp;sa%3DD%26amp;ust%3D1455608141846000%26amp;usg%3DAFQjCNGXUziH7iAOXoo8QWUme2o36u3LWQ&sa=D&ust=1455608142143000&usg=AFQjCNFidixrXf0L3mc_mOrQQejySd-moQ

nfqueue_element.accept()
nfqueue = NetfilterQueue()
nfqueue.bind (0@, observe_dns_hijacking)
def clean_up(*args):
subprocess.call('iptables -D OUTPUT -p udp --dst 8.8.8.8 -j QUEUE', shell= )
subprocess.call('iptables -D INPUT -p udp --src 8.8.8.8 -j QUEUE', shell= )
signal.signal(signal.SIGINT, clean_up)
try:
subprocess.call('iptables -I INPUT -p udp --src 8.8.8.8 -j QUEUE', shell= )
subprocess.call('iptables -I OUTPUT -p udp --dst 8.8.8.8 -j QUEUE', shell= )
print('running..")
nfqueue.run()
except KeyboardInterrupt:
print('bye")
AT python dns_hijacking_observation.py, ff# f dig @8.8.8.8 twitter.com

%] LI 3] package past through me. X gtiii B DNS G SR A ZH# 4L T python
RIS T

N

=B FERIGUE NetfilterQueue A2 TAEIER . X—F
NIFESE dpkt )T ACRBUNN, X4 AHE Chttps://gist. github. com/4524299):

from netfilterqueue import NetfilterQueue

import subprocess

import signal

import dpkt

import traceback

import socket


https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://gist.github.com/4524299%26amp;sa%3DD%26amp;ust%3D1455608141857000%26amp;usg%3DAFQjCNFsk4TEjwUGqMvzWydZT9Hla55GfQ&sa=D&ust=1455608142144000&usg=AFQjCNG1dKSHZdzcrfTwrzVajx_Erw_0qQ

def observe_dns_hijacking(nfqueue_element):

try:

ip_packet = dpkt.ip.IP(nfqueue_element.get_payload())

dns_packet = dpkt.dns.DNS(ip_packet.udp.data)

print(repr(dns_packet))

for answer in dns_packet.an:

print(socket.inet_ntoa(answer['rdata']))

nfqueue_element.accept()

except:

traceback.print_exc()

nfqueue_element.accept()

nfqueue = NetfilterQueue()

nfqueue.bind (@, observe_dns_hijacking)

def clean_up(*args):

subprocess.call('iptables -D OUTPUT -p udp --dst 8.8.8.8 -j QUEUE', shell=

subprocess.call('iptables -D INPUT -p udp --src 8.8.8.8 -j QUEUE', shell= )

signal.signal(signal.SIGINT, clean_up)

try:

subprocess.call('iptables -I INPUT -p udp --src 8.8.8.8 -j QUEUE', shell= )

)



subprocess.call('iptables -I OUTPUT -p udp --dst 8.8.8.8 -j QUEUE', shell= )
print('running..")
nfqueue.run()
except KeyboardInterrupt:
print('bye")

4T python dns_hijacking_observation.py, f1# ] dig @8.8.8.8 twitter.com 3
2 0] LU B0 4

DNS(ar=[RR(type=41, cls=4096)], qd=[Q(name="twitter.com")], id=8613, op=288)

DNS(an=[RR(name="twitter.com’, rdata=";\x18\x03\xad", ttI=19150)], qd=[Q(name="twitter.com')], id=8613,
o0p=33152)

59.24.3.173

DNS(an=[RR(name="twitter.com', rdata="\xc7;\x95\xe6', ttI=27), RR(name="twitter.com', rdata="\xc7;\x96\x07",
ttI=27), RR(name="twitter.com', rdata="\xc7;\x96"", ttI=27)], ar=[RR(type=41, cls=512)],
gd=[Q(name="twitter.com")], id=8613, op=33152)

199.59.149.230

199.59.150.7

199.59.150.39

A UEBIRATE L T — D, WE ri . s — M2 GFW K
FIREEHRE R, B MEAREMINER. ERHT dig ABEE—MREIESR, B
PABRATISE B BRI AT 45 R A2 AR 1 o

UNIBSIES i ga AL VA=

FUA TP ALR TTL Rk, FRATATCAIE TTL (A | TFaRis,
FIFRA T BRI Ry 1E . 454 TTL EXECEEDED ICMP 3% [ TP Hbdil, 5k w] LA
I8 DNS 15 3K 2755 JLBk 1) % 28 23 64 GRW 1. ARAganF
(https://gist. github. com/4524927) -

from netfilterqueue import NetfilterQueue

import subprocess


https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://gist.github.com/4524927%26amp;sa%3DD%26amp;ust%3D1455608141877000%26amp;usg%3DAFQjCNHz1zUNwbhb4A5sIh5-jne7ecPP-Q&sa=D&ust=1455608142146000&usg=AFQjCNGlZ59x-pQe4x9UpfAfxkHM3iO07w

import signal

import dpkt

import traceback

import socket

import sys

DNS_IP = '8.8.8.8"

# source
http://zh.wikipedia.org/wiki/%E5%9F%9F%E5%90%8D%E6%9C%8DSELS8AKBALRES%99%A8%E7%BC%93
BE5%AD%98%E6SBL1 %A1 SE6%9F %93

WRONG_ANSWERS = {

'4.36.66.178",

'8.7.198.45",

'37.61.54.158",

'46.82.174.68",

'59.24.3.173",

'64.33.88.161",

'64.33.99.47",

'64.66.163.251",

'65.104.202.252",

'65.160.219.113",

'66.45.252.237",

'72.14.205.99',

'72.14.205.104",



'78.16.49.15",

'93.46.8.89",

'128.121.126.139",

'159.106.121.75",

'169.132.13.103",

'192.67.198.6",

'202.106.1.2",

'202.181.7.85",

'203.161.230.171",

'207.12.88.98",

'208.56.31.43",

'209.36.73.33",

'209.145.54.50",

'209.220.30.174",

'211.94.66.147",

'213.169.251.35",

'216.221.188.182",

'216.234.179.13"

current_ttl = 1

def locate_dns_hijacking(nfqueue_element):

global current_ttl



try:
ip_packet = dpkt.ip.IP(nfqueue_element.get_payload())
if dpkt.ip.IP_PROTO_ICMP == ip_packet['p']:
print(socket.inet_ntoa(ip_packet.src))
elif dpkt.ip.IP_PROTO_UDP == ip_packet['p']:
if DNS_IP == socket.inet_ntoa(ip_packet.dst):
ip_packet.ttl = current_ttl
current_ttl += 1
ip_packet.sum = 0
nfqueue_element.set_payload(str(ip_packet))
else:
if contains_wrong_answer(dpkt.dns.DNS(ip_packet.udp.data)):
sys.stdout.write('* ")
sys.stdout.flush()
nfqueue_element.drop()
return
else:
print('END")
nfqueue_element.accept()
except:
traceback.print_exc()

nfqueue_element.accept()



def contains_wrong_answer(dns_packet):

for answer in dns_packet.an:

if socket.inet_ntoa(answer['rdata’']) in WRONG_ANSWERS:

return

return

nfqueue = NetfilterQueue()

nfqueue.bind (@, locate_dns_hijacking)

def clean_up(*args):

subprocess.call('iptables -D OUTPUT -p udp --dst %s -j QUEUE' % DNS_IP, shell=

subprocess.call('iptables -D INPUT -p udp --src %s -j QUEUE' % DNS_IP, shell=

subprocess.call('iptables -D INPUT -p icmp -m icmp --icmp-type 11 -j QUEUE',
shell= )

signal.signal(signal.SIGINT, clean_up)

try:

subprocess.call('iptables -I INPUT -p icmp -m icmp --icmp-type 11 -j QUEUE',
shell= )

subprocess.call('iptables -I INPUT -p udp --src %s -j QUEUE' % DNS_IP, shell=

subprocess.call('iptables -I OUTPUT -p udp --dst %s -j QUEUE' % DNS_IP, shell=

print('running..")

nfqueue.run()

except KeyboardInterrupt:

)

)

)

)



print('bye")

AT dig +tries=30 +time=1 @8. 8. 8. 8 twitter. com 1] LIS FIZLLF 1 B % H
S
S
S P—
219.158.100.166
219.158.11.150
*219.158.97.30
**219.158.27.30
*72.14.215.130

* 209.85.248.60
*216.239.43.19

**END

IS AT RS 1P w2 EE T GFW T 7o BIARBEPAT—IR, 28 Ik
HHJH . J15MA—/> DNS AReEw A &), 4T 8.8.8.8 BRI LK) DNS. X4
A B — B E 2 dig 3R [ % S IEWIH 1, BUNEHRII S B EF T

I 1 S

AT T AT 2 038 A A3 SR [ A1) DNS Al 5585 K A4 75 A4
TP T o 45 ORI A& — DRSS A%, I ESME E A AR,
& e A ] DO B S RF IR

JEEE AR K WAN B K3 T FCE A dnsmasq Jyfi H]
AEbr i L AQER A ) AT PRAIE A A dig A AR AT A B IE 45 2R . /)5
FE A1 1 AR 55 % BT

dig @ [ 4 % 2% ip twitter.com

A LA B3 1) S22 B R 1 o $RAT I 1 11 % pH BRER AR, 45
S



=== @k ===

=== @k ===

=== [a% ===
115.160.187.13
213.248.76.73
219.158.33.181
219.158.29.129
219.158.19.165
*219.158.96.225
***219.158.101.233

END

A LAE B AMEAT DNS $#F, 10 H. DNS #i¥p K AR IR R S E
B AL E . X BUESE T B3 AR AN EE R . GFW IF50H TR b &
SRS — Bk A B, T S INEERT. IF HI2 XA Y, A0 DNS SRR WA 4
R SEIAIESE T .

i8I 8 4 GFW B 2235 R J2 DNS #h#%F

15 A e A i

ARG AR W 1o fEA] 53 Z A £ ) DNS, WL
SESSIAEN

i
iyl
at
pai
-
0
I X

dig @208.67.222.222 -p 5353 twitter.com

{5 FH 1¥) DNS Al 55 %% =& OpenDNS, ¥ I 24 5353 ¥ I . 8 FHAEAR
HE 1K) DNS RSS2 22, FHANJE A A 1) DNS JIR 55 25 4R 2 P At AR b vt o L HE AT 1
ZERUNT


https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://web.eecs.umich.edu/%7Ezmao/Papers/china-censorship-pam11.pdf%26amp;sa%3DD%26amp;ust%3D1455608141929000%26amp;usg%3DAFQjCNEY_FgIc04QvEuGQdFBylnIadAuHA&sa=D&ust=1455608142150000&usg=AFQjCNG6pySZDCIxLlwLyjKo1hiiGibCZg

; <<>> DiG 9.9.1-P3 <<>> @208.67.222.222 -p 5353 twitter.com
; (1 server found)
;; global options: +cmd
;; Got answer:
i ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 5367
;; flags: gr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: 1
;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 8192
;3 QUESTION SECTION:
;twitter.com. IN A

;; ANSWER SECTION:

twitter.com. 5 IN A 199.59.150.39
twitter.com. 5 IN A 199.59.148.82
twitter.com. 5 IN A 199.59.148.10

;; Query time: 194 msec
;3 SERVER: 208.67.222.222#5353(208.67.222.222)
:» WHEN: Mon Jan 14 11:47:46 2013

;o MSG SIZE rcvd: 88

A, AEbR S L2 AT AR B IERR S5 RN . (H X Ph 5 B T A RE R N AR
HARMH, BB ISR P AN SCRES R bR s & . A 1R 2 Fh7pik it
AR R 53 i A

o A DNS k%5444 % (dnsmasq, pdnsd)

e JH NetfilterQueue 5 IP 1,
i iptables 245 IP f2: iptables -t nat -l OUTPUT --dst 208.67.222.222 -p udp

--dport 53 -j DNAT --to-destination 208.67.222.222:5353



¥ F§ TCP &)

AR T, W%
dig +tcp @8.8.8.8 twitter.com

GEW 7E H % &/ Bl TCP 1Y) DNS £rif1 1, Fr AR PLAS 3 IR R 1
i R AH A AR T —8F, LT E BN AR 78R AN SRS A TCP Aify. &
N1 TCP %% UDP J7 U2 1 FH pdnsd E{# unbound %%
(http://otnth. blogspot. jp/2012/05/openwrt—dns. html?m=1) .

{H 2 GEW BRZE A B il TCP 1Y) DNS 2514 3+ AR GFW A BEIX 4 T
B — AN /NS5

root@penWrt: # dig +tcp @8.8.8.8 dl. dropbox. com

;. communications error to 8.8.8.8#53: connection reset

Al LUE 2 GFW A& B8 Jnid /R e At A . 5 HTTP et
H—F, —BRIEHNENEY, LS5 RST Gl kUIWiER:. 4 N
2 GFW AN 2B A 1 TCP ¥ DNS ExifWe ? Jii RIAR &7 5, F TCP x4t /4,
MAMESIX A LT HBEREEE R IERIR A, GFW HIA IS HTTP i
FILPER H 1P EFETER, LAELEDNS L-RIXAM.

5 A B iR 2

7 ROR U R A A R T, ROV R T ZAE E A —
AMRE RS54 o A AR IR 45454 DNS &)k 2, {2 DNS B JFA L A
R S5 A5t ER R Bl i . XA SEIUAE B AT S BB Re i T B (Lt
AEpR e 1D IS OL T IEAE — AN SERR R SCRSE . BRI GEW 14 5 45
PLHDE A F B . FEdhiE FERUR ], Xt DNS AMUAGE SE, Tt EiEE M.
L B e ACHE T DLW 25 ot HH i B (3 R AN B B

2 i e EAE ] iptables 4 DNS 1§ K 8545 NetfilterQueue,
SR J5 F python ACHSHE DNS 15 R EL3E 2 J5 K gn e ARHL . X TR, X
MRS R RZEIAR, RN RIE RS BB R DNS IS4 1.

&P Iy, 40 smuggler. py
(https://gist. github. com/4531012)

from netfilterqueue import NetfilterQueue

import subprocess


https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://otnth.blogspot.jp/2012/05/openwrt-dns.html?m%253D1%26amp;sa%3DD%26amp;ust%3D1455608141938000%26amp;usg%3DAFQjCNFjZhgeHR3Cnx-4GMEv7v4VzLpBKw&sa=D&ust=1455608142150000&usg=AFQjCNF0CKJVm6qmKab4leGv2fDOOwGB5w
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://gist.github.com/4531012%26amp;sa%3DD%26amp;ust%3D1455608141941000%26amp;usg%3DAFQjCNHMc3jo-cMXXzokqHoHDWUyBVHCbA&sa=D&ust=1455608142150000&usg=AFQjCNGxxU1Dilt7BJ7NXK0XgtTgFEYXWg

import signal

import traceback

import socket

IMPERSONATOR_IP = 'X.X.X.X'

IMPERSONATOR_PORT = 19840

udp_socket = socket.socket(socket.AF_INET, socket.SOCK_DGRAM, socket.IPPROTO_UDP)

def smuggle_packet(nfqueue_element):

try:

original_packet = nfqueue_element.get_payload()

print('smuggled")

udp_socket.sendto(original_packet, (IMPERSONATOR_IP, IMPERSONATOR_PORT))

nfqueue_element.drop()

except:

traceback.print_exc()

nfqueue_element.accept()

nfqueue = NetfilterQueue()

nfqueue.bind (0, smuggle_ packet)

def clean_up(*args):



subprocess.call('iptables -D OUTPUT -p udp --dst 8.8.8.8 --dport 53 -j QUEUE',
shell= )

signal.signal(signal.SIGINT, clean_up)

try:

subprocess.call('iptables -I OUTPUT -p udp --dst 8.8.8.8 --dport 53 -j QUEUE',
shell= )

print('running..")
nfqueue.run()
except KeyboardInterrupt:
print('bye")
eSS #sim AL IR, 45N impersonator. py:
import socket

import dpkt.ip

def main_loop(server_socket, raw_socket):

21while
packet_bytes, from_ip = server_socket.recvfrom(4096)
packet = dpkt.ip.IP(packet_bytes)
dst = socket.inet_ntoa(packet.dst)

print('%s:%s => %s:%s' % (socket.inet_ntoa(packet.src),

packet.data.sport, dst, packet.data.dport))

raw_socket.sendto(packet_bytes, (dst, 0))



server_socket = socket.socket(socket.AF_INET, socket.SOCK_DGRAM)

try:

server_socket.bind(('0.0.0.0"', 19840))

raw_socket = socket.socket(socket.AF_INET, socket.SOCK_RAW,
socket.IPPROTO_RAW)

try:
raw_socket.setsockopt(socket.SOL_IP, socket.IP_HDRINCL, 1)
main_loop(server_socket, raw_socket)
finally:
raw_socket.close()
finally:

server_socket.close()

TE B 85 84T FIHEEZEHE WAN (1B KBS S5O E2 52 INPUT, 75 U (1)
UDP L& RN B 6N H 2 1) UDP B # i e et o I 72 B AR B (1) — AN, 7722
TERS LIFIR  JER K EGHEAFT I A& — Fh I b 77 2o S5 T 1710 18 5 [ A 3L e %
S Z KT B KIS .

B AT ISR A IR S5 2% FITTE IR N 28 B X IP SPROOFING fifid € . AR %5 %%
SEBR B TR GFW REFIRE R —FERIEAR, w2 thiE SRC bk, @ittt SRC Mk
AR P ATAE R P Huhl, {15 DNS B 45 RA T EL R BEAR 5% 25 h 3 B2 2k
B Vi o

- T I'- | B

: i E :
I :: 1 I
1 1 [ |
! " A A " p
1 dig s T : # dns :
I ! 1! I
I ! 1! I
: smuggler.py Az impersonator.py n :
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: i ! i
) i i [
1 1 : 1 : [
| x.x.x.x NetfilterQueue :: y.y.y.y I Sproofing :: Z.2ZZ .
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f§F iptables Ty

A PR T AR BN XS GFW B IX—25 . KN GFW A 7E H
PO W I B UDP it 11 DL R W e TCP di &, Bt LLARAR#E SR 11 50 TCP [ DNS
BT DL AT o RSN A IEXT 12 GFW IRt . BESR GEW & & 1% 1)
BRESR, RERIMANEARIESR, FIEFEZRME T . AW

o fHiA ipfilter 31 31€ GFW i DNS j5 4%
e AntiDNSPoisoning ({E#A ¥ #: https://github.com/hackgfw/openwrt-gfw)

25 R py thon BEIAS & X A 1)
(https://gist. github. com/4530465) , SEILH T AntiDNSPoisoning:

import sys

import subprocess

# source
http://zh.wikipedia.org/wiki/%E5%9F%9F%E5%90%8D%E6%59CHEDEESB8ARALLES%99%A8%E 7%BC%93
ZES%AD%98%E6SBL1SAIBE6SIF%93

WRONG_ANSWERS = {

'4.36.66.178",

'8.7.198.45",

'37.61.54.158",

'46.82.174.68",

'59.24.3.173",

'64.33.88.161",

'64.33.99.47",

'64.66.163.251",

'65.104.202.252",

'65.160.219.113",


https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://kouga.us/?p%253D642724%26amp;sa%3DD%26amp;ust%3D1455608141978000%26amp;usg%3DAFQjCNG4c54xJeAfhtX5aaB8wjHI8UND6w&sa=D&ust=1455608142153000&usg=AFQjCNH1juDcVafIx8XTgnp5F93PtLprkw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://code.google.com/p/openwrt-gfw/wiki/AntiDNSPoisoning%26amp;sa%3DD%26amp;ust%3D1455608141979000%26amp;usg%3DAFQjCNGODbcyxpHkfzSxkhBpazPYjhuQQw&sa=D&ust=1455608142153000&usg=AFQjCNEwRXcs81UAef-eFG5_smBISKhobg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://github.com/hackgfw/openwrt-gfw%26amp;sa%3DD%26amp;ust%3D1455608141979000%26amp;usg%3DAFQjCNE_MeuIrsffzH4Y1RwMWbYl-L4kew&sa=D&ust=1455608142153000&usg=AFQjCNFVWqEvn_2z_MW89CIT2T_cEHz5nA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://gist.github.com/4530465%26amp;sa%3DD%26amp;ust%3D1455608141980000%26amp;usg%3DAFQjCNHT9yRGwXcng0S1g_WHjnPyj6iuBg&sa=D&ust=1455608142153000&usg=AFQjCNGURHFNo2RDgEdkLipM_r0DHwijFQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://code.google.com/p/openwrt-gfw/wiki/AntiDNSPoisoning%26amp;sa%3DD%26amp;ust%3D1455608141981000%26amp;usg%3DAFQjCNE38pqCQiGoE7afkQdyAJWmVx5QsA&sa=D&ust=1455608142154000&usg=AFQjCNFeJT1LNVWj39cFRIwjPuZLqChfTg

'66.45.252.237",

'72.14.205.99",

'72.14.205.104",

'78.16.49.15",

'93.46.8.89",

'128.121.126.139",

'159.106.121.75",

'169.132.13.103",

'192.67.198.6",

'202.106.1.2",

'202.181.7.85",

'203.161.230.171",

'207.12.88.98",

'208.56.31.43",

'209.36.73.33",

'209.145.54.50",

'209.220.30.174",

'211.94.66.147",

'213.169.251.35",

'216.221.188.182",

'216.234.179.13"



rules = ['-p udp --sport 53 -m u32 --u32 "4 & Ox1FFF = 0 && @ >> 22 & 0x3C @ 8 & 0x8000
= Ox8000 &% © >> 22 & Ox3C @ 14 = 8" -j DROP']

for wrong_answer in WRONG_ANSWERS:

hex_ip = ' '.join(['%02x" % int(s) for s in wrong_answer.split('.')])
rules.append('-p udp --sport 53 -m string --algo bm --hex-string "|%s|" --from 6@ --to

180 -j DROP' % hex_ip)

try:
for rule in rules:
print(rule)
subprocess.call('iptables -I INPUT %s' % rule, shell= )
print('running..")
sys.stdin.readline()
except KeyboardInterrupt:
print('bye")
finally:
for rule in reversed(rules):

subprocess.call('iptables -D INPUT %s' % rule, shell= )

A AT T IXEE iptables MR Z JA ml AT BAZE 745 GEW A [ 5K 14
FRE S, MMAREMPIITE R XA R T HA iptables fE—A
7Eu32 —AME string. XA WAZERASE AT Tinux JLESARA . Hhank
53 H) Android PHUARBA XA WAZAEER . Fir LA _E T B BIASIE & Az B AR
Bo ks, AR ubuntu pe. DA linux MINAZREE S WAZRAS (B
G FEREAHAE) fE——XF R, FrEAA R Tinux JLE8 R iEIL =R A
PR o PTAIE T AR B )7 S R ORI HAT 2 e PRI M (SR s

f§H nfqueue I JE



X TR INEGE SR EE RN 5, e

JLH) Android FHL, | FAE URIR AL BARICA AL 2 12 28, s 2%
HINEEHHIE linux WL XFTXFEMIENL, iptables $#24t 7 nfqueue,
FATAT B AR HAS ) ip i IER TARSSA RIS (st H s s R )
CLEAN_DNS = '8.8.8.8"
RULES = []
for iface in network_interface.list_data_network_interfaces():

# this rule make sure we always query from the "CLEAN" dns

RULE_REDIRECT_TO_CLEAN_DNS = (

{'target': 'DNAT', 'iface_out': iface, 'extra': 'udp dpt:53
to:%s:53" % CLEAN_DNS},

('nat', 'OUTPUT', '-0 %s -p udp --dport 53 -j DNAT --to-destination
%s:53" % (iface, CLEAN_DNS))

RULES.append (RULE_REDIRECT_TO_CLEAN_DNS)
RULE_DROP_PACKET = (
{'target': 'NFQUEUE', 'iface_in': iface, 'extra': 'udp spt:53 NFQUEUE num 1'},

('filter', "INPUT', '-i %s -p udp --sport 53 -j NFQUEUE --queue-num 1' % iface)

RULES.append (RULE_DROP_PACKET)

# source
http://zh.wikipedia.org/wiki/%E5%9F%9F%E5%90%8D%E6%9C%8DSELS8ABALLES%99%A8%E7%BC%93
ZES5%AD%98%KE6%B1%A1BE6CSIF %593

WRONG_ANSWERS = {
'4.36.66.178",

'8.7.198.45",



'37

'46.

'59.

'64.

'64.

'64.

'65.

'65.

'66.

'72.

'72.

'78.

.61.54.158",

82.174.68",

24.3.173",

33.88.161",

33.99.47',

66.163.251",

104.202.252",

160.219.113",

45.252.237",

14.205.99",

14.205.104",

16.49.15",

'93.46.8.89",

'128

'159.

'169.

'192

'202.

'202.

'203.

'203.

'207.

'208.

'209.

.121.126.139",

106.121.75",

132.13.103",

.67.198.6",

106.1.2",

181.7.85",

161.230.171",

98.7.65",

12.88.98",

56.31.43",

36.73.33",



'209.145.54.50",

'209.220.30.174",

'211.94.66.147",

'213.169.251.35",

'216.221.188.182",

'216.234.179.13",

'243.185.187.39"

def handle_nfqueue():

try:

nfqueue = NetfilterQueue()

nfqueue.bind(1, handle_packet)

nfqueue.run()

except:

LOGGER.exception('stopped handling nfqueue')

dns_service_status.error = traceback.format_exc()

def handle_packet(nfqueue_element):

try:

ip_packet = dpkt.ip.IP(nfqueue_element.get_payload())

dns_packet = dpkt.dns.DNS(ip_packet.udp.data)

if contains_wrong_answer(dns_packet):

# after the fake packet dropped, the real answer can be accepted by the client

LOGGER.debug('drop fake dns packet: %s' % repr(dns_packet))

nfqueue_element.drop()



return
nfqueue_element.accept()
dns_service_status.last_activity at = time.time()
except:
LOGGER.exception('failed to handle packet')
nfqueue_element.accept()
def contains_wrong_answer(dns_packet):
if dpkt.dns.DNS_A not in [question.type for question in dns_packet.qd]:
return False # not answer to A question, might be PTR
for answer in dns_packet.an:
if dpkt.dns.DNS_A == answer.type:
resolved_ip = socket.inet_ntoa(answer['rdata'])
if resolved_ip in WRONG_ANSWERS:
return True # to find wrong answer
else:

LOGGER.info('dns resolve: %s => %s' % (dns_packet.qd[@].name,

resolved_ip))

return False # if the blacklist is incomplete, we will think it is right

answer

return True # to find empty answer

HOFEHEZ—FER, o ERTA I DNS N, R AR IRNERMESR. BN
T nfqueue 1, FrPA R Z linux W% SCEF nfqueue, 1 H. iptables 7] DAV
Ji nfqueue [ target, LAl UAEH UL L7 k&7 DNS 85125 % . HETCDA K
DIEEWM android FHLEIBIT IR 7, FE3RAGIEMR DNS #5374,
TEISEILFIF iptables IEE M AE T, 18F] 7 AN dns ARSS#10 H 1.
TwHLEs & B I dns RS a8 2 fT4, @id LI iptables FUN, S84 R & E
I 3174 ) DNS (8.8.8.8) &



H It DNS ZFRERITT IS 3EA FRL5E T« DNS & T GEW HH481 B b fe i 55
W—3, GIRZFIEH LIS . WRAESES, F V2EX DNS [ EFR 1o
MR A o M E 7 RIBEEIHENRN, H nfqueue EFERE RN
BAH TR, M TR RS S . fadns £E T BT A )5k DNS BRI F
B, HN fqrouter WZHKHRSr 2 —: https://github. com/fqrouter/fqdns

& IP M

S twitter. com

B dig 315 twitter. com 1Y) ip Huhk:
root@penWrt: # dig +tcp @8.8.8.8 twitter.com
: <> DiG 9.9, 1-P3 <> +tep @8.8.8.8 twitter. com
(1 server found)
:; global options: +cmd
;; Got answer:
7 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 8015
;; flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 1
;; OPT PSEUDOSECTION:
: EDNS: version: 0, flags:; udp: 512
;; QUESTION SECTION:

stwitter. com. IN
A

; ANSWER SECTION:

twitter. com. 7 IN
A 199. 59. 149. 230
twitter. com. 7 IN

A 199. 59. 150. 39


https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://github.com/fqrouter/fqdns%26amp;sa%3DD%26amp;ust%3D1455608142046000%26amp;usg%3DAFQjCNGHPeabkaUu7vthnVqhekX_xEvNxA&sa=D&ust=1455608142160000&usg=AFQjCNHDHvGUmlOHDakKAMUDDLi70Q2Qtg

twitter. com. 7 IN
A 199. 59. 150. 7

FRAE BT I N A RATVEGEMEF dns over tep, NEB4 IR & MRNTERAS 245 T4
B, XHEAR T =4 ip #hbk. ZekIMEE 199. 59. 149. 230

root@penWrt: # traceroute 199.59.149. 230 —n

traceroute to 199.59. 149. 230 (199.59. 149.230), 30 hops max, 38 byte
packets

1 123.114.32.1 19.862 ms 4.267 ms  101.431 ms
2 61.148.163.73  920.148 ms  5.108 ms  3.868 ms
3 124.65.56.129 7.596 ms 7.742 ms  7.735 ms

4 123.126.0.133 5.310 ms  7.745 ms  7.573 ms

6 % k%
AR NN, b L, XA ip AT . XFEB0T m
et 1P J730, BGP By L, MBWURE X EATRENEM. HKE
199. 59. 150. 39
root@penWrt: # traceroute 199.59.150.39 —n
traceroute to 199. 59. 150. 39 (199. 59. 150. 39), 30 hops max, 38 byte packets
1 123.114.32.1  14.046 ms  20.322 ms  19.918 ms
2 61.148.163.229 7.461 ms 7.182 ms  7.540 ms
3 124.65.56.157 4.491 ms  3.342 ms  7.260 ms
4 123.126.0.93 6.715 ms 7.309 ms 7.438 ms
5 219.158.4.126 5.326 ms 3.217 ms  3.596 ms
6 219.158.98.10 3.508 ms 3.606 ms 4.198 ms

7 219.158.33.254 140.965 ms  133.414 ms  136.979 ms

8 129.250.4.107 132.847 ms  137.153 ms  134.207 ms



9 61.213.145.166  253.193 ms  253.873 ms  258.719 ms
10 199.16.159.15  257.592 ms  258.963 ms  256. 034 ms
11 199.16.159.55  267.503 ms  268.595 ms  267.590 ms
12 199.59.150.39  266.584 ms  259.277 ms  263. 364 ms
£ IS R, XA ip BEAWE . HERIELLE, twitter. com E52 [ i
R GEW PR, BT ip B B8 o b H ekt ). AN i@ ix 4
traceroute A] LAEF 219. 158. 4. 126 H It & A BT ELI RS 2%, GELE
ETFREE RN GERRUIFA —& 2 219. 158. 4. 126, N ip B4 KK H
XFFAFRRHAR ip W E AR R DT REa A —H) « HKE 199.59. 150. 7
root@penWrt: # traceroute 199.59.150.7 —n
traceroute to 199.59. 150. 7 (199.59. 150.7), 30 hops max, 38 byte packets

1 123.114.32.1 11.379 ms  10.420 ms  23.008 ms

2 61.148.163.229 6.102 ms 6.777 ms  7.373 ms

3 61.148.153.61 5.638 ms 3.148 ms  3.235 ms

4 123.126.0.9 3.473 ms  3.306 ms  3.216 ms

5 219.158.4.198 2.839 ms !'H * 6.136 ms !'H
KR FEREAEE 1P, (HREIRAFE. @i P n] OWER B EA 4 )
root@penWrt: # tepdump —i pppoe—wan host 199.59.150.7 or icmp —vvv

07:46:11. 355913 IP (tos 0x0, ttl 251, id 0, offset 0, flags [nonel, proto
ICMP (1), length 56)

219.158. 4. 198 > 123.114. 40. 44: ICMP host r—199-59-150-7. twttr. com
unreachable, length 36

IP (tos 0x0, ttl 1, id 0, offset 0, flags [DF], proto UDP
(17), length 38)

123. 114. 40. 44. 45021 > r—199-59-150-7. twttr. com. 33449: UDP, length
10

JFk 219. 158. 4. 198 K [A15k 7 —A> ICMP £, N 25 & b ik A~ 7] B34 Cunreachable).
T2 traceroute HLAEAS B 1



root@penWrt: # iptables —I INPUT —p icmp ——icmp—type 3 —j DROP
UISRAE unreachable ZRALM ICMP (5 Fid, 2RI ip WAL
root@penWrt: # traceroute 199.59.150.7 —n
traceroute to 199.59. 150. 7 (199.59. 150.7), 30 hops max, 38 byte packets
1 123.114.32.1 4.866 ms 3.165 ms  3.212 ms
2 61.148.163.229 3.107 ms  3.104 ms  3.270 ms
3 61.148.153.61 6.001 ms 7.246 ms 7.398 ms
4 123.126.0.9 7.840 ms  7.223 ms  7.443 ms
5 % %k %
KA B T e —FERIIL R T .

root@penWrt: # iptables -L —v —-n | grep icmp

3 168 DROP icmp
— % * 0.0.0.0/0 0.0.0.0/0
icmp type 3

Iy, T RLE BIEA IR E] T icmp b AT 2A R, HEHERA] drop
wT o

W ip IR FAITRE

ZHTHI et ip 2 ip B dste A SRIRATAE SMEE A KA, Hsre
AR ip, AR ip BTS2 GFW i JE I ?

x| —GHEIN vps ERAT N HIE python fUS
from scapy.all import s*
send (IP (src="199. 59. 150. 77, dst="123.114.40.44”)/ICMP())

SRIGIEE NS 2L (123. 114. 40. 44) FHATIMEIEF

root@penWrt: # tcpdump —i pppoe-wan host 199.59.150.7 or icmp —vvv



tepdump: listening on pppoe—wan, link—type LINUX SLL (Linux cooked),
capture size 65535 bytes

10:41:14. 294671 TP (tos 0x0, ttl 50, id 1, offset 0, flags [none], proto
ICMP (1), length 28)

r—199-59-150-7. twttr. com > 123. 114. 40. 44: ICMP echo request, id 0,
seq 0, length 8

10:41:14. 294779 1P (tos 0x0, ttl 64, id 25013, offset 0, flags [nonel],
proto ICMP (1), length 28)

123.114. 40. 44 > r—199-59-150-7. twttr. com: ICMP echo reply, id O,
seq 0, length 8

A LLER], WHiZip s src AN E dst HASH GFW i€, X—47 NH Fifb
AlRE: 24 GFW YCNE dst T BL 7, A THE src 7. A4b—Frlae & GFW
twitter (1) 1P FH 172 B% R 5 HUCEOR , 1AL S8 1 2% e 3R /2 5T dst 50 e A0 1) Gy gl
% HH 2% 0T DU sre £ 28 0 15 OB HARTE D , BTEL dst 2% B 28 S 20 2% B 2T 9
ANEFWZ ip A sre G, AERGH, (B2 GFW fEEAN AR EAL BRI
Sy CRERE P ip foks i 20m 0 14 E A EIRATHEE, GFW IR 2 E 9128 ik
Mo AU SeTs, ERXAMELINEE, FERE 2K CISCO F—METMEEH
AR EERE 77, A GFW H & .

LG fpe:d

79 GFW X 1P B2 B0 EATRE IR, BT DASAS 5 m) A B mT AR Bl 4
FATHY 1P g B A K as HRIRSS 48, TATH) IP B E R HARIRS 4 & Al 45
% Pi. A5 DNS (UDP #h30) B AR —FE . PRy S m A QR F 2 1P
W, BTEA TCP 5 UDP #R2 —HERT. B 1 8 m AR, H Al scf HAth IME5d GFwW
Vil ) 1P, AR RGBSR, SOCKS A e VPN X LL,
{4 F AR 1P 5 ) twitter — SC AR A B VRGN R -
e http://fgrouter.tumblr.com/post/38463337823/ip-twitter-1-nfqueue-packet
e http://fgrouter.tumblr.com/post/38465016969/ip-twitter-2-nat
e http://fgrouter.tumblr.com/post/38468377418/ip-twitter-3-raw-socket
e http://fgrouter.tumblr.com/post/38469096940/ip-twitter-4

H—N/NTHEFZH B R : https://github. com/fqrouter/fquni

WL HTTP S8 il id I8

ARTFERFE: G RIRER B twitter SRAFRFEE BT
http://fgrouter.tumblr.com)



https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://fqrouter.tumblr.com/post/38463337823/ip-twitter-1-nfqueue-packet%26amp;sa%3DD%26amp;ust%3D1455608142064000%26amp;usg%3DAFQjCNF64RPzLtSBts0zd1KQNW9aIf3ppg&sa=D&ust=1455608142161000&usg=AFQjCNEZkDNMAhG5oK0aepozutcRjuX4Mw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://fqrouter.tumblr.com/post/38465016969/ip-twitter-2-nat%26amp;sa%3DD%26amp;ust%3D1455608142065000%26amp;usg%3DAFQjCNGpnw6Ctet5821I7fK7eDZK0L5b7A&sa=D&ust=1455608142161000&usg=AFQjCNFy0op2fGADqPbgosOm6OQ3QkHziQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://fqrouter.tumblr.com/post/38468377418/ip-twitter-3-raw-socket%26amp;sa%3DD%26amp;ust%3D1455608142066000%26amp;usg%3DAFQjCNGhUASaMipHTqoESMklJGhGvpH13g&sa=D&ust=1455608142162000&usg=AFQjCNHJz-HvxsbF-ag3AMHwPB1YzQPhVw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://fqrouter.tumblr.com/post/38469096940/ip-twitter-4%26amp;sa%3DD%26amp;ust%3D1455608142067000%26amp;usg%3DAFQjCNGKqEeTmbsts7nCQaudrJolSlK91Q&sa=D&ust=1455608142162000&usg=AFQjCNGpaH1xBw9i4CrZd-TbeRLGbAXnKw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://github.com/fqrouter/fquni%26amp;sa%3DD%26amp;ust%3D1455608142068000%26amp;usg%3DAFQjCNGR6A6-nwak_POX0lQqlM8HnHldWQ&sa=D&ust=1455608142162000&usg=AFQjCNEAzs_cp638KA8fFhETLMNn7RhD4Q
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://github.com/fqrouter/fquni%26amp;sa%3DD%26amp;ust%3D1455608142068000%26amp;usg%3DAFQjCNGR6A6-nwak_POX0lQqlM8HnHldWQ&sa=D&ust=1455608142162000&usg=AFQjCNEAzs_cp638KA8fFhETLMNn7RhD4Q
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://fqrouter.tumblr.com%26amp;sa%3DD%26amp;ust%3D1455608142069000%26amp;usg%3DAFQjCNGHiB7gMMsD3FghBkpLa9bBQUSnvw&sa=D&ust=1455608142163000&usg=AFQjCNE2lJSZlCI34OZjpbpVq8NBPLcErw

IZ4T{E Android - %#ES T B fgrouter £L4:4F Google Play [%2:
https://play.google.com/store/apps/details?id=fq.router2

—RBORYE, AR 2 LT LAY Z T R K -

ARG AR
R, oA FAEFENE R
g, aAafwlm
W, B R R SR
WEFR, ATREIRNKE, AHEESNRE

6. D, RS IHHRA, WM SERA, 5 RA
[l Bl A T RORS IR 1 PR
[b]#EE B, OpenVPN ) UDP J7 A\REIZ GFW £3F OpenVPN EHE
HEER R, FEOEERATIEE,
http://ratazzi.org/2012/12/09/about-openvpn-interrupt-by-xxx/
[c] F#& pdf 1-4E T
[d]Big thx!
[eldEF R Ay BRI Pk Rk
[f14 R —F & “fH ipfiltter i3 GFW i DNS y5 4" HS25] )23 7E
AutoDDVPN 5[] PoC, % — 53 & “AntiDNSPoisoning” /& 5¢ 85T 75 73K
W HER 3 T https://github.com/hackgfw/openwrt-gfw 158 BB RS 7 RAME T o
[l EHARIRE A . (HIRARBEUIAR, AR N o BARTRA G IR TRE A, IR IR
AT XA I 28 B A ) D A
[

arwbdheE

JESCBERE: bitly/fgrouter
YEZ 18 %  http://fgrouter.tumblr.com

FEAHE-FERIET A

SRR R 2
258 Ve QL A, e L AR U 1) 248 K 2 g A
BB 3

https://github.com/bannedbook/fangiang/wiki
2E B T N8 ML https://git.io/jwd



https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://play.google.com/store/apps/details?id%253Dfq.router2%26amp;sa%3DD%26amp;ust%3D1455608142069000%26amp;usg%3DAFQjCNFSKRwi1cxA_YNCEZrdJ54IIxfVRg&sa=D&ust=1455608142163000&usg=AFQjCNFUokjItZT1abWVZHr_FNTbG3iY0A
https://docs.google.com/document/d/1mmMiMYbviMxJ-DhTyIGdK7OOg581LSD1CZV4XY1OMG8/mobilebasic?pli=1#cmnt_ref1
https://docs.google.com/document/d/1mmMiMYbviMxJ-DhTyIGdK7OOg581LSD1CZV4XY1OMG8/mobilebasic?pli=1#cmnt_ref2
https://docs.google.com/document/d/1mmMiMYbviMxJ-DhTyIGdK7OOg581LSD1CZV4XY1OMG8/mobilebasic?pli=1#cmnt_ref3
https://docs.google.com/document/d/1mmMiMYbviMxJ-DhTyIGdK7OOg581LSD1CZV4XY1OMG8/mobilebasic?pli=1#cmnt_ref4
https://docs.google.com/document/d/1mmMiMYbviMxJ-DhTyIGdK7OOg581LSD1CZV4XY1OMG8/mobilebasic?pli=1#cmnt_ref5
https://docs.google.com/document/d/1mmMiMYbviMxJ-DhTyIGdK7OOg581LSD1CZV4XY1OMG8/mobilebasic?pli=1#cmnt_ref6
https://docs.google.com/document/d/1mmMiMYbviMxJ-DhTyIGdK7OOg581LSD1CZV4XY1OMG8/mobilebasic?pli=1#cmnt_ref7
https://docs.google.com/document/d/1mmMiMYbviMxJ-DhTyIGdK7OOg581LSD1CZV4XY1OMG8/mobilebasic?pli=1#cmnt_ref8
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://fqrouter.tumblr.com%26amp;sa%3DD%26amp;ust%3D1455608141774000%26amp;usg%3DAFQjCNFiQrK-kVoDm4ic_YhO4-vSXyvYrA&sa=D&ust=1455608142133000&usg=AFQjCNHXPsCPOVaEBFUP4mf5xCSk2kZGHA
http://www.bannedbook.org/forum23/topic5055.html
https://github.com/bannedbook/fanqiang/wiki
https://github.com/kgfw/fg/raw/master/jw/jwd.zip
https://git.io/jwd

& SRE I ver 1.1 x|

fTHEm

B & Bl 1 ¥ 1 S aPP

ZigEESED

R LB RGHE

T &g
iga
ZEAREE A B:

SRR ARERAR A 2 FhBREA L, AR BRI, BRI, dn AR AR A B
ANty ] 2l ) BRI R . HEFE {8 T Google Chrome Il %28 . F # i[5 J& , XUid7 jwproxy.exe
JE B R R S 5 ) B

XFFEE:

2% AL ) jwproxy.exe A PC “F& Windows F£5, 3¢ Windows XP. Windows 7.
Windows 8. Windows 10 Z:3£15

JEZRELHHEHT 1 htm SCHE, D htm BRBEES T B, BRI SCRR js 10 24T FFRIPTR RS, 6
WARETE . EEES HEREFT A htm ST EE js H) 528 45 AT Se B S .

ZELRIRE T H 25/ i 2s JWBrowser

2z e R EE T B -AR R e 48 JWBrowser i) :

o L RIES TE 2R [ W 2% JWBrowser RS, 40w RIS T B U 1) 460 22 Bogl B Rk
AR R WA JWBrowser FHAE[RI R H i, 5% B T B R RS I A EEIRS B, SREGE SR
H iR RS .

PR :
SR A IWBrowser AN ISR, X2 Ak ESRAR A U N L BUR B A

FER R A AR N ek, AN MRS, BATRRt 2 0, v —2 )Lt
GHT

BT T K
https://github.com/bannedbook/fangiang/wiki#androidfq

T&:


http://www.bannedbook.org/forum23/topic5124.html
https://github.com/bannedbook/fanqiang/wiki#androidfq

E R TER NAE ML https://gitio/vzafO M Google %2 5737 #: Filkk

= m.dtwang.org C B
>
r=q
= EEn T
o AZEA  REHAERE 425
hEH
o FEABN: SEMEPEME
(150k/400k/800k)
EFRIME (% 5] 3E)
FREEEE

o FEZEBRA: W
o ZEAEE: (fAN) FHNEREE
R4 1 4006]"

LR IR A
o AZEM ZEM K B
FA EFE ERM FIREM 1053
EH WEM EMEER EEHEE
]

SR
o BAZIE BRAM HEARER
8 FEZEERE MOt i

hEs RHFIFFL DT ALY E 0L



http://www.bannedbook.org/resources/image/5436�
https://raw.githubusercontent.com/kgfw/fg/master/apk/JWBrowser.apk
https://git.io/vzafO
https://play.google.com/store/apps/details?id=jwproxy.browser.bnews

	翻墙路由器的原理与实现

